





NICE Systems Ltd. shall bear no responsibility or liability to a client or to any other person or
entity with respect to liability, loss or damage caused or alleged to be caused directly or indirectly
by any NICE product. This includes, but is not limited to, any interruption of service, loss of
business or anticipatory profits or consequential damage resulting from the use or operation of any
NICE products.

Information in this document is subject to change without notice and does not represent a
commitment on the part of NICE Systems Ltd. The systems described in this document are
furnished under a license agreement or nondisclosure agreement.

All information included in this document, such as text, graphics, photos, logos and images, is the
exclusive property of NICE Systems Ltd. and protected by United States and international
copyright laws.

Permission is granted to view and photocopy (or print) materials from this document for personal,
non-commercial use only. Any other copying, distribution, retransmission or modification of the
information in this document, whether in electronic or hard copy form, without the express prior
written permission of NICE Systems Ltd., is strictly prohibited. In the event of any permitted
copying, redistribution or publication of copyrighted material, no changes in, or deletion of, author
attribution, trademark legend or copyright notice shall be made.

All contents of this document are: Copyright © 2007 NICE Systems Ltd. All rights reserved.

This product is covered by one or more of the following US patents:

4,864,432 4,893,197 5,185,780 5,216,744 5,274,738 5,289,368 5,325,292
5,339,203 5,396,371 5,446,603 5,457,782 5,590,188 5,819,005 5,911,134
5,937,029 6,044,355 6,115,746 6,122,665 6,192,346 6,246,752 6,249,570
6,252,947 6,330,025 6,542,602 6,564,368 6,694,374 6,728,345 6,775,372
6,785,369 6,785,370 6,856,343 6,865,604 6,870,920 6,871,229 6,880,004
6,937,706 6,959,079 6,970,829 7,010,106 7,010,109 7,058,589 7,085,728

360° View, Alpha, Customer Feedback, Dispatcher Assessment, Emvolve Performance Manager,
Encorder, eNiceLink, Executive Connect, Executive Insight*, FAST, FAST alpha blue, FAST alpha
silver, Freedom, Freedom Connect, IEX, Interaction Capture Unit, Insight from Interactions,
Investigator, Last Message Replay, Mirra, My Universe, NICE, NICE Analyzer, NiceCall, NiceCall
Focus, NiceCLS, NICE Inform, NICE Learning, NiceLog, NICE Perform, NiceScreen, NICE Storage
Center, NiceTrack, NiceUniverse, NiceUniverse Compact, NiceVision, NiceVision ALTO, NiceVision
Harmony, NiceVision Mobile, NiceVision NVSAT, NiceVision PRO, Performix Technologies, Playback
Organizer, Renaissance, Scenario Replay, ScreenSense, Tienna, TotalNet, TotalView, Universe, Wordnet
and other product names and services mentioned herein are trademarks and registered trademarks of
NICE Systems Ltd. All other registered and unregistered trademarks are the property of their respective
owners.

*in Australia only
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For assistance please contact your local supplier or the nearest NICE Systems Customer Service
Center:
EMEA Region: (Europe, Middle East, Africa)

Tel: +972-9-775-3800
Fax: +972-9-775-3000
email: support@nice.com

APAC Region: (Asia/Pacific)

Tel: +852-8338-9818
Fax: +852-2802-1800
email: support.apac@nice.com

The Americas Region: (North, Central, South America)

Tel: 1-800-NICE-611
Fax: +720-264-4012
email: support.americas@nice.com

Israel:

Tel: 09-775-3333
Fax: 09-775-3000
email: support_helpdesk@nice.com

NICE invites you to join the NICE User Group (NUG).
Visit the NUG Website at www.niceusergroup.ord, and follow the instructions.

For general information on NICE Systems products please contact your local distributor or the
nearest NICE Systems office:

International Headquarters-Israel North America

Tel: +972-9-775-3100 Tel: 1-800-663-5601

Fax: +972-9-775-3070 Fax: +201-356-2197
email: info@nice.com email: na_sales@nice.com
United Kingdom Germany

Tel: +44-8707-22-4000 Tel: +49-(0)-69-97177-0
Fax: +44-8707-22-4500 Fax: +49-(0)-69-97177-200
France Hong-Kong

Tel: +33-(0)1-41-31-80-30 Tel: +852-2598-3838

Fax: +33-(0)1-41-31-80-49 Fax: +852-2802-1800

Please send all queries, comments, and suggestions pertaining to this document to
nicebooks@nice.com

Please visit NICE at www.nice.com
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Antivirus Software l

Antivirus Software

Certification Guidelines

ST&lI regularly certify the most commonly used antivirus software. As agreed with Product
Management, this list currently includes:

*  Symantec AntiVirus Corporate Edition
*  McAfee VirusScan Enterprise
e Trend Micro OfficeScan

Usually, our customers replace antivirus software versions soon after the release of a new version
by the vendor. Therefore, ST&I is required to test and certify only the last two most recent major
releases of the above mentioned antivirus software packages.

As of December 2006, the antivirus certification matrix includes:

No. Antivirus Software Version Vendor Release Date
1 Symantec AntiVirus Corporate Edition 10.0 April 2005

2. Symantec AntiVirus Corporate Edition 10.1 March 2006

3. McAfee VirusScan Enterprise 8.0i July 2004

4. McAfee VirusScan Enterprise 8.5i November 2006

S. Trend Micro OfficeScan 7.3 February 2006

6. Trend Micro OfficeScan 7.8 November 2006 (beta)

Other antivirus software packages may be certified on demand, based on commitment.

ST&lI is in constant contact with the local antivirus software vendors and proactively check for
new updates at least once every quarter.

Certification of new antivirus software version will take place no later than 45 business days after
its general availability.

Upon the completion of each antivirus certification and no later than 10 business days thereafter,
ST&I publishes a Technical Note (TN), using the services of the EIS Technical Writing group.
This technical note includes a matrix table listing all certified antivirus software for NICE certified
products, specifying the newly certified software. The technical note also includes
recommendations and basic installation guidelines, if required. The technical note is sent to EIS
Global Services Product Management for approval.

The Technical Writing group publishes the new technical note on the ExtraNICE portal in the
Security bulletins folder. An announcement is issued by EIS Global Services to NICE Business
Partners, notifying them of the new certification.
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Microsoft Internet Explorer l

Certifications Plan

To be published by ST&I.

Microsoft Internet Explorer

Certification Guidelines

ST&lI certifies NICE products with Microsoft Internet Explorer (IE) Internet browser. Other
Internet browsers are currently not supported.

Certification of Internet Explorer service packs follows the same certification guidelines for
Windows service packs (see Microsoft Windows Patches and Service Packs on page 13).

ST&lI certifies NICE products with a new major version of Internet Explorer within 30 business
days following the Microsoft official release.

Upon the completion of the certification and no later than 10 business days thereafter, ST&l
publishes a Technical Note stating the certification of the recent IE release, using the services of
the EIS Technical Writing group. This technical note is sent to EIS Global Services and Product
Management for approval.

An announcement is issued by EIS Global Services to NICE Business Partners, notifying them of
the new certification. The Technical Writing group publishes the new technical note on the
ExtraNICE portal.

Certification of a new version of Windows Operating System (OS) includes certification of the
most recent available version of Internet Explorer, for example, recertifying Internet Explorer 7.0
with Windows Vista (see Microsoft Internet Explorer on page 12).
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Microsoft Windows Patches and Service Packs

Certification Guidelines for Microsoft Security Patches

Microsoft classifies its security patches as follows:
1. Critical

2. Important

3. Moderate

4.  Low

NICE considers Critical and Important security patches as High Risk patches, and Moderate and
Low security patches as Low Risk patches.

According to NICE policy, High Risk patches are certified by ST&I within five business days.

Low Risk patches are certified together with high risk patches. For example, if in a given time,
moderate and/or low patches were released with at least one critical or important patch, all patches
are certified. Otherwise, the low risk patch certification is postponed until the next release of high
risk patches.

ST&I should be registered to Microsoft site for alerts on security patch releases. Upon Microsoft
patch release, ST&I notifies Product Management, Customer Services and Technical Writing
group, stating the patches that are relevant to NICE and their expected certification date.

No later than 72 hours after a high risk patch release, the NICE ExtraNICE portal is updated to
inform NICE customers and partners of the coming NICE patch certification (content is published
in the Security directory).

Upon the completion of the certification and no later than 5 business days thereafter, ST&I
publishes a Technical Note stating all recently certified patches, using the services of the EIS
Technical Writing group. This technical note also includes a list of all the previously certified
patches. This technical note is sent to EIS Global Services and Product Management for approval.

An announcement is issued by EIS Global Services to NICE Business Partners, notifying them of
the new certification. The Technical Writing group publishes the new technical note on the
ExtraNICE portal.

Certification Guidelines for Microsoft Service Packs

According to NICE policy (MN1145/NM1163), ST&I certifies NICE products with Microsoft
service packs within 30 business days following the Microsoft official release.

Upon the completion of the certification and no later than 10 business days thereafter, ST&l
publishes a Technical Note stating the certification of the recent security release, using the services
of the EIS Technical Writing group. This technical note is sent to EIS Global Services and Product
Management for approval.

An announcement is issued by EIS Global Services to NICE Business Partners, notifying them of
the new certification. The Technical Writing group publishes the new technical note on the
ExtraNICE portal.

I NICE Perform® Security Certification Policy (Rev. AQ)



Microsoft SQL Server Service Packs l

Microsoft SQL Server Service Packs

Certification Guidelines

ST&lI certifies NICE products with Microsoft SQL Server service packs within 30 business days
following the Microsoft official release. This includes service packs for all supported SQL Server
editions in use by NICE products.

E NOTE: As of December 2006, these are SQL Server Standard 2000 for Version 8.9
and NICE Perform, and the SQL Server Standard 2005 for NICE Perform Release 3.

Upon the completion of the certification and no later than 10 business days thereafter, ST&l
publishes a Technical Note stating the certification of the recent service pack release, using the
services of the EIS Technical Writing group. This technical note is sent to EIS Global Services and
Product Management for approval.

An announcement is issued by EIS Global Services to NICE Business Partners, notifying them of
the new certification. The Technical Writing group publishes the new technical note on the
ExtraNICE portal.
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Patch Management Tools

Certification Guidelines

Many of NICE customers use patch management tools. Patch management tools allow automatic
deployment of Microsoft patches to enterprise servers, including NICE servers, and to client
desktops.

In many cases, the deployment of a security patch or service pack requires restarting the machine.
ST&I will test and certify that such reboots forced by the patch management agents can be
properly handled by NICE servers and agents. In particular, NICE servers and agents must
recommence their normal work immediately following a machine restart after a forced reboot.

Most of the patch management tools allow the setting of rules, as to what is to be installed, when
and where. It is imperative that these settings do not contradict NICE policy for Microsoft security
patches and service packs, as stated in MN1145. ST&I will test and publish recommendations
regarding the proper configuration of the patch management tool in order to support the NICE
policy.

Given the variety of tools available and lack of consistent requirements by the market, and since
the NICE solution is based on Microsoft Windows technology, ST&I will certify, by default, the
following Microsoft patch management tool(s):

*  Microsoft Systems Management Server 2003 Release 2.

Other tools might be added to the list of certified patch management tools upon demand, based on
commitment or Product Management request.

Certification of a new patch management software major version takes place no later than 45
business days after its general availability.

Upon the completion of the patch management tool certification and no later than 10 business
days thereafter, ST&I publishes a technical note (TN), using the services of the EIS Technical
Writing group. The technical note includes recommendation and basic installation guidelines, if
required. The technical note is sent to EIS Global Services Product Management for approval.

The Technical Writing group publishes the new technical note on the ExtraNICE portal in the
Security bulletins folder. An announcement is issued by EIS Global Services to NICE Business
Partners, notifying them of the new certification.

Certifications Plan

To be published by ST&I.
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Remote Support Tools

Certification Guidelines

NICE is required to support remote monitoring tools, in addition to Symantec pcAnywhere (PCA).

Remote monitoring tools certified by NICE must be able to provide remote support for all NICE
products over VPN, with full screen view, using encrypted session and strong authentication.

By default, ST&I certifies the following remote support tool(s), in addition to pcAnywhere:
*  Microsoft Remote Desktop

Other tools can be added to the list of certified remote support tools upon demand, based on
commitment or Product Management request.

Certification of a new remote support software major version takes place no later than 45 business
days after its general availability.

Upon the completion of the remote support tool certification and no later than 10 business days
thereafter, ST&I publishes a Technical Note (TN), using the services of the EIS Technical Writing
group. The technical note should include recommendation and basic installation guidelines, if
required. The technical note is sent to Product Management for approval.

The Technical Writing group publishes the new technical note on the ExtraNICE portal in the
Security bulletins folder. An announcement is issued by EIS Global Services to NICE Business
Partners, notifying them of the new certification.

Certifications Plan

To be published by ST&I.
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Microsoft Windows Operating System

Certification Guidelines

ST&lI certifies NICE products with a new major version of Microsoft Windows Operating System
(OS) within 60 business days following the Microsoft official release. This refers to Windows
editions planned to be in use by NICE products, servers and clients, under Product Management
direction.

Upon the completion of the certification and no later than 10 business days thereafter, ST&l
publishes a Technical Note stating the certification of the recent Windows release, using the
services of the EIS Technical Writing group. This technical note is sent to EIS Global Services and
Product Management for approval.

An announcement is issued by EIS Global Services to NICE Business Partners, notifying them of
the new certification. The Technical Writing group publishes the new technical note on the
ExtraNICE portal.

Certification of a new version of Windows OS includes certification of the most recent available
version of Internet Explorer, for example, recertifying Internet Explorer 7.0 with Windows Vista
(see Microsoft Internet Explorer on page 12).

Microsoft SQL Server

Certification Guidelines

ST&lI certifies NICE products with a new major version of Microsoft SQL Server within 60
business days following the Microsoft official release. This refers to SQL Server editions planned
to be in use by NICE products under Product Management direction.

Upon the completion of the certification and no later than 10 business days thereafter, ST&l
publishes a Technical Note stating the certification of the recent SQL Server release, using the
services of the EIS Technical Writing group. This technical note is sent to EIS Global Services and
Product Management for approval.

An announcement is issued by EIS Global Services to NICE Business Partners, notifying them of
the new certification. Technical Writing group publishes the new technical note on the ExtraNICE
portal.
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Server Hardening

Certification Guidelines

ST&I publishes an updated Hardening Guide for Windows 2003 Server for every new release of
NICE Perform (as of December 2006, this is NICE Perform Release 3).

E NOTE: Other Microsoft operating systems might require hardening guides in the future
(for example, the new version of NiceCall Focus may use Windows Vista).

NICE hardening guidelines are based on Microsoft’s Windows Server 2003 Security Guide. The
NICE Hardening Guide comes with a template (.inf) file that can be applied to a Windows 2003
Server to automatically make the necessary changes to operating system parameters using the
Microsoft Management Console (MMC).

The NICE Hardening Guide accurately describes the minimal set of services, protocols, user rights
assignments, permissions to system resources and communication ports required to allow normal
functioning of the NICE system.

In certain scenarios, if customers cannot make the necessary analysis based on the information
provided by NICE by themselves, the customers might ask NICE to certify their hardening
procedures based on the customers’ IT department security policies. Such a certification could
require special staging of a testing environment. This certification could be done by ST&I and/or
NICE Professional Services in the local region, based on commitment and Product Management
approval.

It is advised that ST&I readily has the necessary tools and methodology to carry out such a
certification in the most efficient way.
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Appendix A — Certification Matrix

The following table summarizes the response times required for different types of certification.

Table 3: Certification Response Times

Certification Type

Antivirus

Internet Explorer

Internet Explorer Service
Pack

Patch Management
Remote Support

Security patch — High-risk
Security patch — Low-risk

SQL Server

SQL Server Service Pack

Windows Operating System

Windows Service Pack

Maximum Certification
Response Time
45 business days

30 business days

30 business days

45 business days

45 business days

5 business days

With (next) high risk security
patch

60 business days

30 business days

60 business days

30 business days
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Comment
Major versions of leading vendors only
(see list on page 11)

Major versions only

Major versions of Microsoft tools only (see
page 15)

Major versions of selected tools only (see
page 16)

Preliminary notification on ExtraNICE
within 72 hours of patch release

Major versions — under Product
Management direction

Major versions — under Product
Management direction
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